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Abstract: The rapid expansion of digital trade has fundamentally disrupted the tariff-centric foundations

of the World Trade Organization (WTO), exposing structural gaps in its ability to regulate data-driven
commerce. This study examines the growing mismatch between existing WTO disciplines largely designed for
trade in tangible goods and the realities of digitally delivered services, cross-border data flows, and emerging
token-based economic transactions. The purpose of the study is to assess whether current WTO rules,
including the e-commerce tariff moratorium and services commitments under the GATS, are adequate to
govern contemporary digital trade and to explore pathways for normative reform. Employing a doctrinal and
analytical research design, the article analyses WTO agreements, negotiating texts under the Joint Statement
Initiative on E-Commerce, and relevant scholarly commentary. The findings reveal that while the tariff
moratorium has facilitated the growth of digital trade, it remains insufficient to address regulatory challenges
relating to data governance, digital services, and tokenized assets. The study concludes that a reimagined
WTO framework moving from tariff avoidance toward comprehensive digital trade disciplines is essential to
preserve the relevance, legitimacy, and inclusivity of the multilateral trading system in the digital age. Digital
trade has dramatically reshaped international commerce, challenging the WTO traditional tariff-oriented
regulatory framework. As digital technologies ranging from cross-border data flows and e-commerce to
emerging tokenized economic systems become central to global trade, WTO disciplines must evolve beyond
archaic customs duties and commodities-centric norms. This article examines this transformation, assesses
the limitations of current WTO rules, and proposes a conceptual path for integrating digital trade governance

into the multilateral trading system.
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Introduction

The architecture of the multilateral trading system was constructed around the exchange of tangible
goods and the reduction of customs barriers, with tariffs serving as the principal regulatory instrument
of international trade. However, the exponential growth of digital trade characterized by cross-border
data flows, digitally delivered services, platform-based intermediation, and algorithmic transactions has
fundamentally altered the nature of global commerce. The WTO, while central to trade governance,
continues to rely on legal disciplines primarily designed for a pre-digital economy (Khan & Ullah,
2024). This structural lag raises critical questions about the adequacy of existing WTO rules to govern
contemporary and future forms of trade. The purpose of this article is to critically examine the extent to
which current WTO disciplines respond to the realities of digital trade and to explore how these rules



may be reimagined to address emerging digital phenomena, including data-driven services and
tokenized economic exchanges. The scope of the study encompasses WTO agreements such as the
GATT and the GATS, the e-commerce work programme, and ongoing negotiations under the Joint
Statement Initiative on E-Commerce, situating them within the broader political economy of digital
globalization. The central hypothesis advanced is that tariff-centric WTO disciplines, even when
supplemented by a moratorium on customs duties on electronic transmissions, are insufficient to
regulate digital trade effectively. The article is guided by the following research questions: How do
existing WTO rules conceptualize and regulate digital trade? What regulatory gaps emerge in relation
to data flows, digital services, and emerging digital assets? And what normative reforms are necessary
to sustain the relevance of the multilateral trading system in the digital age? Methodologically, the study
adopts a doctrinal and analytical approach, examining WTO legal texts, negotiating documents, and
scholarly literature on digital trade governance. The anticipated outcome is a normative framework that
moves beyond tariff avoidance toward comprehensive digital trade disciplines capable of balancing
trade liberalization with regulatory autonomy (Chaisse & Lam, 2024; Khan, 2024).

The article is structured as follows. Part I outlines the conceptual foundations of digital trade and its
divergence from traditional trade models. Part I analyses existing WTO disciplines and their limitations
in addressing digital commerce. Part III examines ongoing reform efforts and emerging challenges,
including tokenization and data governance. The final part offers conclusions and proposes directions
for future WTO digital trade reform. International trade governance has historically focused on tariff
liberalization, market access for goods, and tariff-related disciplines under the General Agreement on
Tariffs and Trade GATT (Khan, 2024). However, the rapid rise of digital trade encompassing digitally
ordered and digitally delivered goods and services—undermines the relevance of a tariff-first paradigm.
Today’s global economy sees digital flows, cloud-based services, data-driven services, and potentially
blockchain-enabled token economies playing an outsized role in value creation and market access.
Historically, the WTO took its first step into digital trade governance through the Work Programme on
Electronic Commerce 1998, which avoided customs duties on electronic transmissions. This
moratorium has remained a cornerstone of WTO digital trade, even as negotiations over deeper digital
trade rules have emerged (Beaumont-Smith, 2024; Kahn & Wu, 2020).

2.Research Methodology

This study employs a doctrinal and analytical research methodology to investigate the adequacy of
WTO disciplines in regulating digital trade. Primary sources, including WTO agreements such as
GATT, GATS, the Work Programme on Electronic Commerce, and Joint Statement Initiative texts,
were examined to understand existing legal frameworks and their limitations. Secondary sources,
including scholarly articles, policy reports, and expert commentaries, were systematically reviewed to
contextualize these rules, identify regulatory gaps, and highlight emerging challenges such as cross-
border data flows, digital services, and tokenized trade. The collected information was processed and
analysed through comparative and critical analysis to evaluate the effectiveness of current WTO norms
and to propose a forward-looking framework for digital-native trade rules. This approach ensures that
the research combines rigorous legal examination with practical insights, allowing for both descriptive
evaluation of existing disciplines and normative recommendations for reform in the digital economy
(Khan & Jiliani, 2023).

3. Digital Trade: Definition and Scope

Digital trade refers to international trade transactions that are either enabled, ordered, or delivered
through digital technologies. Unlike traditional trade, which primarily involves the cross-border
movement of physical goods, digital trade encompasses a wide range of economic activities that rely
on the internet, digital platforms, and data networks (Khan et al., 2020). These include digitally
delivered services such as cloud computing, online education, financial technology services, streaming
content, software downloads, and professional services provided remotely, as well as digitally ordered
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goods facilitated through e-commerce platforms. At the multilateral level, there is no single, binding
definition of digital trade within the WTO framework. Historically, WTO discussions have relied on
the narrower concept of “electronic commerce,” introduced in the 1998 Work Programme on Electronic
Commerce, which broadly defined e-commerce as the production, distribution, marketing, sale, or
delivery of goods and services by electronic means. Over time, this understanding has evolved to reflect
the broader economic reality of digital trade, which now extends beyond online sales to include cross-
border data flows, digital intermediation services, and platform-based business models. The scope of
digital trade further includes data as a critical input, raising regulatory questions concerning data
localization, privacy, cybersecurity, and market access. Emerging technologies such as artificial
intelligence, blockchain, and tokenization have expanded this scope even further, blurring the
traditional distinction between goods and services. Consequently, digital trade challenges existing WTO
classifications and highlights the need for updated disciplines capable of addressing intangible, data-
driven, and technology-dependent forms of international commerce (Pennington, 2024; Khan & Usman,
2023).

4. WTO Disciplines and the Traditional Tariff Moratorium
4.1 The Moratorium on Customs Duties

One of the earliest and most significant responses of the WTO to the emergence of digital trade is the
moratorium on customs duties on electronic transmissions. Adopted in 1998 under the WTO Work
Programme on Electronic Commerce, the moratorium commits members to refrain from imposing
customs duties on electronic transmissions, including digitally delivered products such as software,
music, films, e-books, and online services. Although not a permanent legal obligation, the moratorium
has been repeatedly renewed through ministerial decisions, making it a central albeit provisional pillar
of WTO digital trade governance. The moratorium has played a crucial role in facilitating the growth
of digital trade by preserving an open, predictable, and low-cost environment for cross-border digital
transactions (Khan et al., 2021). By preventing the imposition of tariffs on digital content, it has reduced
trade frictions, encouraged innovation, and supported the global expansion of digital services and
platforms. In this sense, the moratorium reflects a shift from regulating physical border measures to
accommodating the intangible nature of digital commerce. However, the moratorium’s scope and legal
status remain contested. Its temporary and consensus-based nature creates uncertainty, particularly for
developing countries that argue it constrains their fiscal autonomy and limits policy space to tax the
digital economy. Moreover, the moratorium addresses only customs duties, leaving unresolved broader
regulatory issues such as data governance, digital services regulation, and the classification of digital
products. As digital trade continues to evolve, the moratorium highlights both the adaptability and the
limitations of tariff-focused WTO responses in the digital age (Banga, 2022; Khan et al., 2023).

4.2 Limitations of a Tariff-Focused Approach

While the moratorium on customs duties has provided a degree of stability for digital trade, a tarift-
focused approach is increasingly inadequate to address the complex regulatory realities of the digital
economy. Tariffs are designed to regulate the cross-border movement of physical goods, yet digital
trade is fundamentally driven by intangible assets, data flows, and services that do not cross borders in
a conventional sense. As a result, traditional tariff instruments fail to capture the primary sources of
value creation and market power in digital commerce. One major limitation lies in the governance of
cross-border data flows. Data functions as a critical input for digital trade, yet WTO rules contain no
comprehensive disciplines governing data localization measures, restrictions on data transfers, or state
access to data. These regulatory interventions, rather than tariffs, now constitute the principal barriers
to digital trade, creating fragmentation and legal uncertainty across jurisdictions (Khan, 2023).
Additionally, a tariff-centric framework inadequately addresses regulatory issues surrounding digital
services, including competition policy, consumer protection, cybersecurity, and privacy. These
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concerns operate through domestic regulation rather than border measures, placing them largely outside
the reach of traditional WTO disciplines. The General Agreement on Trade in Services GATS, while
relevant, was not designed to regulate platform-based or algorithm-driven services. emerging
technologies such as blockchain and tokenization further expose the limitations of tariff-based
governance. Digital tokens, smart contracts, and decentralized platforms blur established distinctions
between goods, services, and financial instruments, rendering tariff classifications increasingly
obsolete. Consequently, an overreliance on tariff avoidance risks obscuring the deeper regulatory
challenges of digital trade and underscores the need for a shift toward comprehensive, digitally
responsive WTO disciplines (Howse & Langille, 2023; Liu et al., 2023).

5. WTO Negotiations on Digital Trade Rules
5.1 Joint Statement Initiative JSI on E-Commerce

In response to the limitations of existing WTO rules on digital trade, a group of WTO members launched
the Joint Statement Initiative JSI on E-Commerce in 2019 as a plurilateral effort to develop modern,
binding disciplines for digital trade. Unlike the multilateral Work Programme on Electronic Commerce,
which produced limited normative outcomes, the JSI represents a more ambitious attempt to address
regulatory barriers that shape contemporary digital commerce, including data flows, digital services,
and online consumer protection. The JSI negotiations cover a broad range of issues central to the digital
economy (Khan et al., 2021). Key areas include the prohibition of customs duties on electronic
transmissions, commitments to facilitate cross-border data flows subject to legitimate public policy
exceptions, restrictions on data localization requirements, recognition of electronic signatures and
authentication, protection of source code and algorithms, and enhanced cooperation on cybersecurity,
spam control, and consumer protection. These provisions signal a normative shift from tariff avoidance
toward regulatory coordination and trade facilitation in the digital sphere. Despite its progress, the JSI
faces significant legal and political challenges. Its plurilateral nature raises questions about
compatibility with WTO principles of inclusivity and consensus, particularly for members that remain
outside the negotiations. Developing countries have expressed concerns regarding regulatory
autonomy, digital industrialization, and unequal capacity to implement complex digital rules.
Nevertheless, the JSI reflects the most concrete effort to reimagine WTO disciplines for the digital age
and may serve as a foundation for future multilateral digital trade governance (Mitchell & Chin, 2023;
Khan & Ximei, 2022).

5.2 Challenges in Current Negotiations

Despite notable progress under the Joint Statement Initiative on E-Commerce, negotiations on WTO
digital trade disciplines continue to face significant structural, legal, and political challenges. One of
the most persistent obstacles is the WTO’s consensus-based decision-making system. While the JSI
allows willing members to advance plurilateral rules, the lack of universal participation raises concerns
about fragmentation of the multilateral trading system and the uneven application of digital trade norms
across members. A second major challenge lies in balancing trade liberalization with regulatory
autonomy. Many developing and least-developed countries remain cautious about binding
commitments on cross-border data flows and data localization, viewing data as a strategic resource
essential for national security, digital industrialization, and domestic economic development (Khan &
Wu, 2021). These states argue that premature liberalization may entrench digital asymmetries and
reinforce the market dominance of large multinational technology firms. Technical complexity further
complicates negotiations. Digital trade rules require sophisticated understanding of data governance,
cybersecurity, privacy regulation, and emerging technologies—areas in which many WTO members
lack sufficient institutional capacity. This asymmetry risks marginalizing smaller economies and
undermining the inclusiveness of rule-making. unresolved debates over the legal status of the e-
commerce tariff moratorium and the classification of digital products continue to generate uncertainty.
Together, these challenges highlight the difficulty of crafting universally acceptable digital trade
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disciplines within a system originally designed for tariff-based trade regulation (Liao, 2024; Khan et
al., 2022).

6. Beyond Tariffs: Digital Tokens and Future Trade Frameworks
6.1 The Tokenization of Trade

The tokenization of trade represents a significant evolution in the digital economy, enabled primarily
by distributed ledger technologies such as blockchain. Tokenization involves the digital representation
of assets, rights, or economic value through cryptographic tokens that can be transferred, traded, or
programmed across borders without reliance on traditional intermediaries. In the context of
international trade, tokens may represent digital goods, services, financial instruments, supply-chain
assets, or usage rights embedded in smart contracts. This development challenges foundational
assumptions of WTO trade law. Traditional WTO disciplines distinguish between goods, services, and
intellectual property, each governed by separate agreements and regulatory logics (Usman et al., 2021).
Tokenized assets, however, often defy such classifications, functioning simultaneously as commodities,
services, and financial instruments. For example, a token granting access to cloud-based software or
digital content blurs the boundary between a product and a service, complicating issues of market
access, national treatment, and regulatory oversight. Tokenization also alters how value crosses borders.
Rather than physical shipment or conventional service delivery, value is transferred through
decentralized networks, raising questions about jurisdiction, applicable law, and enforcement. Existing
WTO rules offer little guidance on the cross-border movement of digital assets or the operation of smart
contracts. As token-based trade expands, it underscores the inadequacy of tariff-centric governance and
highlights the need for WTO disciplines that can accommodate decentralized, programmable, and
digitally native forms of international commerce (Wang, 2023; Khan, 2022).

6.2 Proposed Framework for Digital-Native Trade Rules

To ensure the World Trade Organization WTO remains relevant in the era of digital trade, a forward-
looking framework for digital-native trade rules is essential. Such a framework should move beyond
tariff avoidance and address the regulatory complexities posed by data-driven commerce, platform-
based services, and tokenized economic activities. A foundational component involves expanding
definitions and classifications within WTO disciplines to explicitly cover digital goods, services, and
tokenized assets. This would clarify how digitally delivered products, smart contracts, and tokenized
rights are treated under existing trade rules, reducing legal ambiguity and enhancing market
predictability. Equally important is the development of robust rules governing cross-border data flows.
Digital trade relies on the seamless movement of data, but regulations on data localization, privacy, and
cybersecurity can create significant trade barriers. A modern framework should balance trade
facilitation with legitimate public policy exceptions, ensuring that states retain regulatory autonomy
while supporting predictable digital markets (Abdelrehim Hammad et al., 2021). Complementing this,
regulatory coordination and interoperability across jurisdictions covering standards for e-signatures,
digital identity frameworks, consumer protection, and cybersecurity is necessary to reduce trade
frictions and increase legal certainty for cross-border digital transactions. The framework should also
integrate tokenized trade mechanisms. Blockchain-enabled transactions, including tokenized goods and
services, challenge traditional classifications and regulatory approaches. Establishing clear standards
for the classification, valuation, cross-border transfer, and dispute resolution of token-based assets
would help accommodate emerging forms of commerce without fragmenting the multilateral trading
system. Finally, capacity-building measures are critical to inclusivity. Developing countries often lack
technical and institutional resources to engage fully in digital trade governance, and targeted assistance
would help prevent digital divides, ensuring that new rules foster equitable participation and sustainable
growth (Sobe, 2022; Khan & Wu, 2021).

7. Conclusion
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The emergence of digital trade has exposed the limitations of the WTO’s traditional, tariff-centric
regulatory framework. While measures such as the moratorium on customs duties on electronic
transmissions have facilitated the growth of digitally delivered goods and services, they are insufficient
to address the broader challenges posed by cross-border data flows, digital services regulation, and
tokenized economic transactions. This study has demonstrated that existing WTO disciplines, rooted in
pre-digital trade models, lack the flexibility and comprehensiveness needed to govern an increasingly
data-driven, intangible, and platform-mediated global economy. The research underscores the necessity
of reimagining WTO rules to accommodate the complexities of digital-native trade. Proposed reforms
include expanding definitions to cover digital goods and tokenized assets, establishing clear rules for
cross-border data flows while respecting legitimate public policy objectives, promoting regulatory
coordination and interoperability, integrating blockchain-based trade mechanisms, and ensuring
capacity-building for developing countries to foster inclusive participation. Future research should
focus on the legal, economic, and technological implications of tokenized trade, exploring how smart
contracts, decentralized finance, and digital assets interact with existing WTO agreements.
Additionally, empirical studies on the impact of digital trade regulations on developing economies can
inform more equitable and effective rule-making. Ultimately, adapting WTO disciplines to the realities
of the digital economy is critical not only for sustaining global trade growth but also for preserving the
legitimacy and resilience of the multilateral trading system in the twenty-first century. The WTO stands
at a crossroads: from a system once dominated by tariffs and market access for tangible goods, it must
transition into a governance architecture fit for the digital economy. This transformation demands a
reimagining of disciplines from protecting digital transmissions under a tariff moratorium to embracing
the realities of data flows, regulatory cooperation, and even token-based commercial ecosystems. While
progress through initiatives like the JSI offers hope, multilateral reforms must balance liberalization
with policy space and inclusivity. The future of WTO relevance will likely depend on its ability to
provide coherent, adaptive rules that reflect the technological and economic contours of the 21st-century
digital marketplace.
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